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Enrollment and Collection of Your Client Certificate – Step 1

This step by step guide will explain how to enroll for and download your client certificate.

Firstly, your administrator should have sent you a provisioning email containing the following information:

1. The URL of certificate enrollment page.

2. An Access Code or Secret ID that you will need to enroll for your certificate. The enrollment process is 

slightly different in each case.

◦ Click here if you have received an Access Code  

◦ Click here if you have received a Secret ID  
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Email 1 – certificate enrollment email.

The precise content may differ to the example shown.
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Enrollment by Access Code

Click the URL in the email to visit the certificate enrollment page.

• Copy and paste the Access code from your enrollment email.

• Type your full name in the Name Field.

• Type your internal corporate E-mail address in the ‘E-Mail’ field.

• The Certificate Type field will appear once you have entered the valid access code, name and email address. 
Choose the type of the certificate  between 'Standard Personal Validated Certificate' and 'High Personal Validated 
Certificate' from the drop-down options.

Note: The drop-down options are dependent on how your Organisation has been configured for the availability of 
certificate types. 

• Enter your password phrase. This phrase is needed to revoke the certificate should the situation arise.

• Read the License Agreement and check the box alongside the 'I accept terms and conditions'. Note: If you 
decline the agreement you will not be able to continue the enrollment process.

• Click the ‘Submit’ button.
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Important! The application for the certificate must be made from the machine that certificate will be installed on (i.e. your  
office machine.)

After you click the 'Submit' button, you will see a confirmation dialog...
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… and you will receive an email containing a link for validation, a request validation code and instructions for downloading 
and collecting the certificate. An example is shown below.

Email 2 – Validation email

The precise content may differ to the example shown

• You will be taken to the validation form upon clicking the link in the email.
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• The Code and E-mail fields will be auto-populated.

• Type the PIN in the 'PIN' fields to protect your certificate. You will be asked for this PIN when you import the 
certificate into the certificate store of your Internet browser and/or mail client.  

• If you wish to have the certificate without the address details, select the appropriate 'Remove' check boxes.

• Click the 'Submit' button to complete the validation process.

Once the validation process is completed, a download dialog will be displayed for you download and save the certificate.

Next:  Collecting your certificate

Enrollment by Secret ID
Click the URL in the enrollment email to visit the certificate enrollment page.

• Enter the Secret ID from your enrollment email in the 'Secret Identifier' field.

• Type your internal corporate E-mail address in the ‘E-Mail Address' field.

• Enter your password phrase in the 'Annual Renewal Pass-phrase' fields.  This phrase is needed to revoke  or 
renew the certificate.

• The type field will appear once you have entered the valid Seret ID and the email address. Choose the type of the 
certificate  between 'Standard Personal Validated Certificate' and 'High Personal Validated Certificate' from the 
drop-down options.

Note: The drop-down options are dependent on how your Organisation has been configured for the availability of certificate 
types. 
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Client Certificate Self Enrollment Form

• Enter the password in the 'Password' fields. This will protect access to your Digital ID.

• The address details that are selected in the check boxes under 'Remove' will not appear in your certificate.
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• Read the License Agreement and check the box alongside the 'I accept terms and conditions'. Note: If you 
decline the agreement you will not be able to continue the enrollment process.

• Click the ‘Submit’ button.

• A download dialog will be displayed for you to download and save the certificate. 

• Click here   to find out more about certificate collection. 

Next:  Collecting your certificate

Certificate Collection

To collect your certificate click the certificate download URL stated in the certificate collection email. A download dialog 

will be displayed enabling the applicant to download and save the certificate once the validation is complete.

The applicant can collect the certificate by clicking the 'Download' button and save the file in a safe location in his/her 

computer.

InCommon Certificate Manager will deliver the certificate in PKCS#12 file format (.p12 file). The pass-code specified in 

the PIN fields is used to protect access to this .p12 file. You will be asked for this PIN when you import the certificate into 

the certificate store of your Internet browser and/or mail client. 

The second (and final) stage of the procedure is to import your digital certificate into the certificate storage of your 

Internet browser and/or mail client. The exact process for completing this task is dependent on which browser and/or mail 

client you use. See the following section 'Importing Your Certificate into Your Browser or/and Email Client – Step 2' for 

more details.
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Client Certificate Collection Form

The final stage of the process is for you to download then install  your certificate
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Importing Your Certificate into Your Browser or/and Email 
Client – Step 2

Once Step 1 has been successfully completed, you need to import your certificate into your web browser or/and email 

client. Select you type of application from the list below to view  step-by-step guidance on this process:

• Importing Your Certificate into Outlook 98/2003  

• Importing Your Certificate into Outlook Express  

• Importing Your Certificate into The Bat!  

• Importing Your Certificate into Thunderbird  

• Importing Your Certificate into Eudora  

• Importing Your Certificate into Internet Explorer  

• Importing Your Certificate into Mozilla Firefox  

• Importing Your Certificate into Opera  

• Importing Your Certificate into Safari  

• Importing Your Certificate into Konqueror  

Importing Your Certificate into Outlook 98/2003
This step by step guide will explain how to import your InCommon digital certificate into the Outlook certificate store.
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Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then 

please read the section ‘Enrollment and Collection of your Certificate’ first.

1. Open Outlook and click ‘Tools’ then ‘Options’ in the main tool bar. This will open the Outlook ‘Options’ window.
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Next, click the ‘Security’ tab.

 Click ‘Tools’ then ‘Options’…             … click the ‘Security’ tab then the ‘Import/Export’ button

2. You should then click on the ‘Import/Export’ button.  Next, browse to the location of your certificate file. Your  

certificate file is the .p12 file that you downloaded earlier. If you have not downloaded a certificate file (.p12) then  

please contact your administrator (refer to the section ‘Enrollment and Collection of your Certificate’ for more 

details on this). 
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Select ‘Browse..’ to Import an existing Digital ID from  

file …

…and locate the .p12 file you downloaded

and saved earlier on

3. To complete the installation process, you are required to enter the PIN (password) you set up for the certificate  

file during the enrollment process. If you have forgotten your password, contact your system administrator who 

will be able to reset it for you. Click ‘OK’ to finish the process. 

 ... enter the PIN (password) you set up for the certificate file

Confirm you wish to install the certificate:

That’s it. You have successfully imported your digital certificate into Outlook.
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Importing Your Certificate into Outlook Express
This step by step guide will explain how to import your InCommon digital certificate into the Outlook Express certificate  

store.
Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then  

please read the section ‘Enrollment and Collection of your Certificate’ first.

1. Open Outlook Express and click ‘Tools’ then ‘Internet Options’ in the main tool bar. This will open the Outlook 

Express ‘Options’ window. Next, click the ‘Security’ button then click the ‘Digital IDs …’ button.

2. Clicking ‘Digital IDs …’ will open the Outlook Express ‘Certificates’ dialog box. 

Click 'Import' button to initiate the process. This will start Certificate Import Wizard. Click 'Next' on the wizard's 

welcome dialog. 
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3. Next, browse to the location of your certificate file. Your certificate file is the .p12 file that you downloaded earlier. 

If you have not downloaded a certificate file (.p12) then please contact your administrator (refer to the section 

entitled ‘Enrollment and Collection of your Certificate’ for more details on this).
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4. Now you need to change type of the file, select ‘Personal Information Exchange (.p12)’ from the drop down box, 

locate your certificate file (.p12) and click ‘Open’. 

5. To complete the installation process, you are required to enter the PIN (password) you set up for the certificate 

during the enrollment process. If you have forgotten your password, contact your system administrator who will 

be able to reset it for you. Click ‘OK’ to finish the process.
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6. Next you will be prompted to choose which certificate store for your certificate. Unless your administrator has 

specified otherwise, you should leave this at the default ‘Place all certificates …’ option.

Click ‘Next’ to continue the process. 

7. The last step: completing the ‘Certificate Import Wizard’.

Click ‘Finish’ to complete the process.

That’s it. You have successfully imported your digital certificate into Outlook Express.
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Importing Your Certificate into The Bat!
This step by step guide will explain how to import your InCommon digital certificate into The Bat! certificate store.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then  

please read the section ‘Enrollment and Collection of your Certificate’ first.

1. Open The Bat!  and click  ‘Account’ then  ‘Properties’ in  the main tool  bar.  This  will  open The Bat!  ‘Account  

Properties’ window.

Next, click the ‘General’ category then click the ‘Edit personal Certificates’ button.

Click 'Account’ then ‘Properties’…    …click the ‘General’ category then click the ‘Edit personal Certificates’…

2. Clicking ‘Edit personal Certificates’ will open The Bat! ‘Certificate Manager’ dialog box. You should then click 

on the ‘Import’ button. Next, browse to the location of your certificate file. Your certificate file is the .p12 file that 

you downloaded earlier. If you have not downloaded a certificate file (.p12) then please contact your administrator 

(refer to the section ‘Enrollment and Collection of your Certificate’ for more details on this). 

InCommon Certificate Manager | End User Guide | 10-Mar-2011                                                                                     18



InCommon – Certificate Manager                                                                                                 www.incommon.org 

… click on the ‘Import’ button …                                                    Your certificate file is the .p12 file … 

3. If this is the first time you have tried to import a certificate, then The Bat! will ask you to set a password for the  

certificate store. It will then request you enter this password every time you access the store (including this first  

time). You should choose a secure password that features both alpha and numeric characters. Please make a 

note of this password for future reference.

… set a password for the certificate store

To complete the installation process, you are required to enter the PIN (password) you set up for the certificate  

file during the enrollment process. If you have forgotten your password, contact your system administrator who 

will be able to reset it for you. Click ‘OK’ to finish the process. 
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                             … enter the PIN (password) you set up for the certificate file

That’s it. You have successfully imported your digital certificate into The Bat!.
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Importing Your Certificate into Mozilla Thunderbird
This step by step guide will explain how to import your InCommon digital certificate into the Thunderbird certificate store.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then  

please read the section ‘Enrollment and Collection of your Certificate’ first.

1. Open Thunderbird  and click  ‘Tools’ then ‘Options’ in the main tool  bar.  This  will  open Thunderbird ‘Options’  

window.

Next, click the ‘Advanced’ tab then click the ‘View Certificates’ button.

2. Clicking  ‘View Certificates’ will  open ‘Certificate Manager’ dialog box. You should then click on the ‘Import’ 

button. Next, browse to the location of your certificate file. Your certificate file is the .p12 file that you downloaded 

earlier. If you have not downloaded a certificate file (.p12) then please contact your administrator (refer to the 

section ‘Enrollment and Collection of your Certificate’  for more details on this). 

InCommon Certificate Manager | End User Guide | 10-Mar-2011                                                                                     21



InCommon – Certificate Manager                                                                                                 www.incommon.org 

3. If this is the first time you have tried to import a certificate, then application will ask you to set a password for the 

certificate store. It will then request you enter this password every time you access the store (including this first 

time). You should choose a secure password that features both alpha and numeric characters. Please make a 

note of this password for future reference.

                                              … set a password for the certificate store

To complete the installation process, you are required to enter the PIN (password) you set up for the certificate 

file during the enrollment process. If you have forgotten your password, contact your system administrator who 

will be able to reset it for you. Click ‘OK’ to finish the process. 
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That’s it. You have successfully imported your digital certificate into Mozilla Thunderbird. 
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Importing Your Certificate into Eudora
This step by step guide will explain how to import your InCommon digital certificate into the Eudora certificate store.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then  

please read the section ‘Enrollment and Collection of your Certificate’ first.

1. Open Eudora and click ‘Tools’ then ‘Personalities’ in the main tool bar.

2. On the left side of your Eudora, under "Persona", right click on '<Dominant> ' and select 'Properties'.
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3. Select the "Incoming Mail" tab and click on the "Last SSL Info" button.

4. You will see an error message under the "Notes" section. Click on the "Certificate Information Manager".
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5. Click the 'Import Certificate' button.
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6.  Next, browse to the location of your certificate file. Your certificate file is the .p12 file that you downloaded earlier.  

If you have not downloaded a certificate file (.p12) then please contact your administrator (refer to the section 

‘Enrollment and Collection of your Certificate’ for more details on this). 

7. Click the "OK" button to finalize the process.
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Importing Your Certificate into Mozilla Firefox 
This step by step guide will explain how to import your InCommon digital certificate into the Firefox certificate store.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then  

please read the section ‘Enrollment and Collection of your Certificate’ first.

1. Open Firefox and click ‘Tools’ then ‘Options’ in the main tool bar. This will open the Firefox ‘Options’ window.

Next, click the ‘Advanced’ button then the ‘Encryption’ tab – then click the ‘View Certificates’ button.

Open Firefox, select Tools > Options…                                 …then select Advanced > Encryption > View Certificates

2. Clicking ‘View Certificates’ will open the Firefox ‘Certificate Manager’ dialog box. You should then click on the  

‘Import’ button. Next, browse to the location of your certificate file. Your certificate file is the .p12 file that you 

downloaded earlier. If you have not downloaded a certificate file (.p12) then please contact your administrator  

(refer to the section ‘Enrollment and Collection of your Certificate’ for more details on this). 
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3. If this is the first time you have tried to import a certificate, then Firefox will ask you to set a ‘master password’ for  

the certificate store. It will then request you enter this password every time you access the store (including this 

first time). You should choose a secure password that features both alpha and numeric characters. Please make 

a note of this password for future reference. 

4. To complete the installation process, you are required to enter the PIN (password) you set up for the certificate  

file during the enrollment process. If you have forgotten your password, contact your system administrator who 

will be able to reset it for you. Click ‘OK’ to finish the process. 
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That’s it. You have successfully imported your digital certificate into Firefox.
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Importing Your Certificate into Internet Explorer
This step by step guide will explain how to import your InCommon digital certificate into the Internet Explore certificate 

store.
Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then  

please read the section ‘Enrollment and Collection of your Certificate’ first.

1. Open Internet Explorer and click ‘Tools’ then ‘Internet Options’ in the main tool bar. This will open the IE ‘Internet  

Options’ window. Next, click the ‘Content’ button then click the ‘Certificates’ button.
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2. Clicking ‘Certificates’ will open the Internet Explorer ‘Certificates’ dialog box. 

Click on the ‘Import’ button to start the certificate installation wizard and then click 'Next'.
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3. Next, browse to the location of your certificate file. Your certificate file is the .p12 file that you downloaded earlier. 

If you have not downloaded a certificate file (.p12) then please contact your administrator (refer to the section 

‘Enrollment and Collection of your Certificate’ for more details on this).

4. Now you need to change type of the file, select ‘Personal Information Exchange (.p12)’ from the drop down box, 

locate your certificate file (.p12) and click ‘Open’ (see below). 
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5. To complete the installation process, you are required to enter the PIN (password) you set up for the certificate 

during the enrollment process. If you have forgotten your password, contact your system administrator who will 

be able to reset it for you. Click ‘OK’ to finish the process.
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6. Next you will be prompted to choose which certificate store for your certificate. Unless your administrator has 

specified otherwise, you should leave this at the default ‘Place all certificates …’ option.

Click ‘Next’ to continue the process. 

7. The last step: completing the ‘Certificate Import Wizard’.
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Click ‘Finish’ to complete the process.

That’s it. You have successfully imported your digital certificate into Internet Explorer.
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Importing Your Certificate into Opera
This step by step guide will explain how to import your InCommon digital certificate into the Opera certificate store.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then  

please read the section ‘Enrollment and Collection of your Certificate’ first.

1. Open Opera and click ‘Tools’ then ‘Preferences’ in the main tool bar. This will open the Opera ‘Preferences’ 

window.

Next, click the ‘Advanced’ button then the ‘Security’ tab – then click the ‘Manage Certificates’ button.

… click ‘Tools’ then ‘Preferences’ …               … click the ‘Advanced’ button then the ‘Security’ tab …     

2. In the pop-up window select 'Personal', click on 'Import' button. Next, browse to the location of your certificate 

file. Your certificate file is the .p12 file that you downloaded earlier. If you have not downloaded a certificate file 

(.p12) then please contact your administrator (refer to the section ‘Enrollment and Collection of your Certificate’ 

for more details on this).
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In the pop-up window select 'Personal' , then select your certificate file .

3. Next,  you are required to  enter  the PIN (password)  you set  up for  the certificate  file  during the enrollment 

process. If you have forgotten your password, contact your system administrator who will be able to reset it for 

you. Click ‘OK’ to finish the process. 

InCommon Certificate Manager | End User Guide | 10-Mar-2011                                                                                     38



InCommon – Certificate Manager                                                                                                 www.incommon.org 

                                         ... you are required to enter the PIN (password) …

4. If this is the first time you have tried to import a certificate, then Opera will ask you to set a ‘master password’ for  

the certificate store. It will then request you enter this password every time you access the store (including this 

first time). You should choose a secure password that features both alpha and numeric characters. Please make 

a note of this password for future reference. 

That’s it. You have successfully imported your digital certificate into Opera. 

Importing Your Certificate into Safari 
This step by step guide will explain how to import your InCommon digital certificate into the Safari certificate store.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case  

then please read the section ‘Enrollment and Collection of your Certificate’ first.

1. Open Safari and click 'Applications'  then 'Keychain Access'  in the list. 
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2. This will open the Safari 'Keychain Access' window. Next, select the ‘My Certificates’ category.

Browse to the location of your certificate file. Your certificate file is the .p12 file that you downloaded earlier. If you  

have  not  downloaded  a  certificate  file  (.p12)  then  please  contact  your  administrator  (refer  to  the  section  

‘Enrollment and Collection of your Certificate’  for more details on this).
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3. To continue the installation process, you are required to enter the PIN (password) you set up for the certificate file  

during the enrollment process. If you have forgotten your password, contact your system administrator who will  

be able to reset it for you. Click ‘OK’ to continue the process. 

4. If this is the first time you have tried to import a certificate, then Safari will ask you to set a keychain password for 

the certificate store. It will then request you enter this password every time you access the store (including this 

first time). You should choose a secure password that features both alpha and numeric characters. Please make 

a note of this password for future reference.
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 That’s it. You have successfully imported your digital certificate into Safari.

Importing Your Certificate into Konqueror
This step by step guide will explain how to import your InCommon digital certificate into the Konqueror certificate store.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then  

please read the section ‘Enrollment and Collection of your Certificate’ first.

1. Open Konqueror and click ‘Settings’ then ‘Configure Konqueror’ in the main tool bar.
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This will open the Konqueror configuration window. Next, click the ‘Crypto’ button then the ‘Your Certificates’ 

tab.
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2. Click on 'Import' button and browse to the location of your certificate file. Your certificate file is the .p12 file that  

you downloaded earlier. If you have not downloaded a certificate file (.p12) then please contact your administrator 

(refer to the section ‘Enrollment and Collection of your Certificate’ for more details on this).
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3. Next,  you are required to  enter  the PIN (password)  you set  up for  the certificate  file  during the enrollment 

process. If you have forgotten your password, contact your system administrator who will be able to reset it for 

you. Click ‘OK’ to finish the process. 

That’s it. You have successfully imported your digital certificate into  Konqueror.
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