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InCommon. Certificate Manager

Enrollment and Collection of Your Client Certificate — Step 1

This step by step guide will explain how to enroll for and download your client certificate.
Firstly, your administrator should have sent you a provisioning email containing the following information:
1. The URL of certificate enrollment page.

2. An Access Code or Secret ID that you will need to enroll for your certificate. The enrollment process is
slightly different in each case.

o Click here if you have received an Access Code

o  Click here if you have received a Secret ID

£¥ Enrollment for your new digital authenitication certificate - Message (HTML)

! Fle Edit View Insert Format Tocls Actions Help
Pidsend | [l S| 4 o @ (& () TE AttachasAdobePDF [ 8 |3 1 B | Secuity.. ¥ |5 |84 89 i
: arial (o sJABrus=sicaEell
This message has not been sent.
[ TDL.. ] |I'IE'r".' USEI’@I‘HECDI‘HEEHE.CUI‘H |
e JI |
Subject: |Enr0llment for your new digital authenitication certificate |
e
Hi
As part of our companies ongoing commitment to ensure the highest levels of security it is now mandatory for all
employees to install a digital authentication certificate on their machines. This certificate will allow you to
digitally sign and encrypt emails and will also be used to authenticate you whenever you access the secure areas of
our corporate intranets, extranets and wehsites.
To start with, click the following link:
https /mycompany comdexample_enrollment_form_html
You should then enter the following information:
Mame: Please create a username for yourself B
E-Mail: YOU@MYCOMPANY COM
Access Code: 123456
Thanks
Admin
A

Email 1 - certificate enrollment email.
The precise content may differ to the example shown.
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Enroliment by Access Code
Click the URL in the email to visit the certificate enrollment page.

« Copy and paste the Access code from your enroliment email.
«  Type your full name in the Name Field.
« Type your internal corporate E-mail address in the ‘E-Mail’ field.

- The Certificate Type field will appear once you have entered the valid access code, name and email address.
Choose the type of the certificate between 'Standard Personal Validated Certificate' and 'High Personal Validated
Certificate' from the drop-down options.

Note: The drop-down options are dependent on how your Organisation has been configured for the availability of
certificate types.

- Enter your password phrase. This phrase is needed to revoke the certificate should the situation arise.

- Read the License Agreement and check the box alongside the 'l accept terms and conditions'. Note: If you
decline the agreement you will not be able to continue the enrollment process.

+  Click the ‘Submit’ button.
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) Copy and paste the Access Coda
Ed

Access Code: esseee \trom your enreliment email
First Mame: * |JI:||'|I'| HT}-’peyﬂurﬁmtnamel

Middle Name: | |

Last Name: * Smith «€—|Type your last name|
E-mail: * lismith@testdomain1.com € ;—mﬁﬁ;;:g::‘ma’ corporate
Cerificate Type: * | InComman Standard Personal Valida w |{.'—| Select the cert type you need |
Pass-phrase: * |+ Enter your passphrase, This

g |““" rase is needed fo revoke the
Re-type pass-phrase: * |""" c ;@r::;ﬂcate should the situation

IMFCORTAMNT — PLEASE READ THESE TERMS AMD COMDITIONS CAREFULLY BEFORE AFPLYIMNG 5
FOR, ACCEPTIMNG, OR USING AMNINCommonCERTIFICATE. BY UEIMNG, APFLYIMG FOR, OR

ACCEPTING AMInCommon CERTIFICATE OR BY CLICKING OM “1 ACCERT BELOW, YOU
ACKMOWLEDGE THAT YOU HAVE READ THIZ AGREEMENT, THAT YOU UNDERZTAMD IT AMD THAT
YOU AGREE TO AMD ACCEPT THE TERMS AS PESENTED HEREIM. IF ¥YOU DO MOT AGREE TC THE
TERMS OF THIS AGREEMEMNT, DO MOT APPLY FOR, ACCEPT, OR USE AN InComman CERTIFICATE
AMD CLICK “I DECLIME™ BELOWY.

The terms and conditions set forth below constitute a binding agreement hetween vou (the “Subscriber

ar “you’yand The University of QGueensland frading as InCommon which has its principal place of
business at The University of Queensland, Queensland 4072, Australia CInComman™), with respect to
yvour use ofthe InCommaondigital cerificate services (the “Agreement™).

1. You, the Subscriber, hereby agree that:

1.1, you will comply with the “Subkscriber” obligations as set outin the CPS and fill your role as, and

follow the procedures set out for, a Subscriber underthe CP3 in respect of your use of Cerificates and

the Subscription Services and that all abligations placed on a Subscriber and all representations and
warranties made by a Subscriber under the CPS shall ke incorporated into this agreement by

reference;

1.2, vou will ensure that your staff and representatives involved with the Subscription Services read and
understand the terms and conditions inthe CPS and associated policies that are published inthe
Repasitory; w

¥ acceptthe terms and conditions<€| Read the License Agreement and check the box alongside "l accept
the terms and conditions”

Eiigg;he ’Submit’4 — | | — |

Important! The application for the certificate must be made from the machine that certificate will be installed on (i.e. your
office machine.)

After you click the 'Submit' button, you will see a confirmation dialog...
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You have requested e-mail validation with the following settings:

E-mail: jsmith@testdomaint.com,
MHame: John Smith.

An e-mail containing an enrcllment link was sent. Click the link to continue the enrallment process.

... and you will receive an email containing a link for validation, a request validation code and instructions for downloading
and collecting the certificate. An example is shown below.

& Validation Email - You have requested email certificate validation. - Thunderbird

File Edit WView Go Message Tools Help

& . J g ¢ & | 8o, X 65 = . & E
Get Mail Write  Address Book Reply Reply Al Forward Tag Delete Junk Print | B : :
= Subject: Validation Email - You have requested email certificate validation.

From: Cerfificate Services Manager <support@cert-manager.com:
Date: 2:39PM

Toe John Smith

¥ou now need to complete the following steps:

* Click the following link to wvalidate wvour email
https:,-",-"cert—manager.cr:nm,.-"c::tstomerfsrrd.me?actir:un=validateEreq'JestCude=Eg‘.1GG2f—Ytg—aQEd

{if link doesn't work please copy request code EquGGZi-¥Ytg-alBwZpRXheh-I and past it
proper field in walidate form).

Your request code: EquGE2Ef-Ytg-a%9BwZpREXheh-T
Type in a PIN to protect your email certificate

b4

* Click '"Download' to collect your certificate. You should sawve this file to a =safe
place on vour hard drive.

* Import your new certificate into your email client andfor internet browser.

contact your administrator for help with this/Please click the following link for
instructions)

(Fleas=ze

Email 2 - Validation email
The precise content may differ to the example shown

«  You will be taken to the validation form upon clicking the link in the email.
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Code: ESvLTw3VoelQkwljVZZR9ficr

E-mail: * john_s@example.com
Cerificate Type: *
PIM:*

Re-type PIMN>
Select address fields to remove from the cerificate.

Address as itwill appear in cerificate Remaove
Addresst: F
Addressz:
City: ]
State or pravince: ]
Postal Code: [
| Submit | | Cancel |

« The Code and E-mail fields will be auto-populated.

- Type the PIN in the 'PIN' fields to protect your certificate. You will be asked for this PIN when you import the
certificate into the certificate store of your Internet browser and/or mail client.

- If you wish to have the certificate without the address details, select the appropriate Remove' check boxes.
«  Click the 'Submit' button to complete the validation process.

Once the validation process is completed, a download dialog will be displayed for you download and save the certificate.

Next: Collecting your certificate

Enroliment by Secret ID
Click the URL in the enrollment email to visit the certificate enroliment page.

« Enter the Secret ID from your enroliment email in the 'Secret Identifier' field.
« Type your internal corporate E-mail address in the ‘E-Mail Address' field.

«  Enter your password phrase in the 'Annual Renewal Pass-phrase’ fields. This phrase is needed to revoke or
renew the certificate.

- The type field will appear once you have entered the valid Seret ID and the email address. Choose the type of the
certificate between 'Standard Personal Validated Certificate’ and 'High Personal Validated Certificate' from the
drop-down options.

Note: The drop-down options are dependent on how your Organisation has been configured for the availability of certificate
types.
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Enter your Digital ID information

Fillin all required fields. /I Type your internal corporate £-maif address |
E-mail Address: * john_s@example.com

Secret identifier: * & Type your Secret ID

Type: * Standard Personal Validated Cert hd

Annual Renewal Pass-phrase

The Annual Renewal Fass-phrase is a unique phrase that protects you against unauthorized action on
your Digital 1D. Do not share it with anyone. Do not lose it You will need it when you want to revoke or
renew your Digital 1D.

Annual Renewal Pass-phrase: *

-— Enter your password phrase, This phirase is needed
to revoke or renew the certificate,

Password:
This value will be used as password to protect access to your Digital 1D.

] Type your password to protect your Digital 1D

Password: *

Address Fields
Select address fields to remove from the cerificate.

Address as it will appear in certificate Remave
Address1: ]

e Address defails of the sefected
Address2: < check boxes will not be appear
in the certificate

City: ' .4
State/Province: il
Postal Code: i

IMPORTANT — PLEASE READ THESE TERMS AND COMNDITIONS CAREFULLY BEFORE APPLYIMNG FOR, ACCEPTING, OR USING A
CERTIFICATE. BY USING, APFLYING FOR, OR ACCEPTING A CERTIFICATE OR BY CLICKING OM “| ACCEPT” BELOW,

YOU ACKNOWLEDGE THAT YOU HAVE READ THIS AGREEMENT, THAT YOU UNDERSTAMND IT AND THAT YOU AGREE TO AND ACCEPT THE
TERMS AS PESENTED HEREIM. IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, DO MOT APFLY FOR, ACCEPT, OR USE A
CERTIFICATE AND CLICK “I DECLINE™ BELOW.

1. You, the Subscriber, hereby agree that:

1.1, you will comply with the *Subscriber” obligations as set outin the CPS and fill your role as, and follow the procedures set out for, a
Subscriber under the CPS in respect of your use of Cerificates and the Subscription Semrvices and that all obligations placed an a Subscriber
and all representations and warranties made by a Subscriber under the CPS shall be incorporated into this agreement by reference;

1.2. you will ensure that your staff and representatives involved with the Subscription Services read and understand the terms and caonditions in
the CPS and associated policies that are published in the Repository; e
1.3, you will use Cerificates only for legal and authorised purposes in accordance with the use limitations set outin the CPS andior the

Certificate and the suggested usages and practices in the CPS and in particular, will not use Certificates for securing credit card transactions,
online payments ar other monetary transactions;

1.4, you will notinstall or use an issued Cerificate until after you have reviewed and verified the accuracy and completeness of the data in the
Cerificate;

1.5 you will install an issued Cerificate only on the servers accessible atthe domain(s) listed on the Cerificate and solely for authorised

business of the Subscriber;

1.6. you will be responsible for any computer or telecommunications hardware or software required to use the Cerificates;

1.7 you will obtain and keep in force any authorisation, permission or licence necessary to apply for and/or use a Cerificate;

1.8. you will refrain from or cease using a Certificate if any information in it becomes misleading, obsolete or invalid;

1.9, you will provide correct and accurate information in your communications with the Participant Organisation;

1.10. you will continuously monitar the accuracy of information included in the application for a Certificate and appearing in issued Certificates

and alert the Participant Organisation if at any stage while a Cerificate is valid, any information ariginally submitted has changed since it had b

|

| accept the terms and conditions I Read the License Agreement and check the box afongside the 'l accept the terms and conditions',

Click the 'Submit' button H Submit || pe— |

Client Certificate Self Enrollment Form

« Enter the password in the 'Password' fields. This will protect access to your Digital ID.
+ The address details that are selected in the check boxes under 'Remove' will not appear in your certificate.
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« Read the License Agreement and check the box alongside the 'l accept terms and conditions'. Note: If you
decline the agreement you will not be able to continue the enrollment process.

«  Click the ‘Submit’ button.
« Adownload dialog will be displayed for you to download and save the certificate.
«  Click here to find out more about certificate collection.

Next: Collecting your certificate

Certificate Collection

To collect your certificate click the certificate download URL stated in the certificate collection email. A download dialog
will be displayed enabling the applicant to download and save the certificate once the validation is complete.

Digital Certificate download

Flease save your digital certificate in safe place.

| Download | | Cancel |

Client Certificate Collection Form

The applicant can collect the certificate by clicking the 'Download' button and save the file in a safe location in his/her
computer.

File Download [‘5—<|

Do you want to open or save this file?

Mame: john_s_example_com.pl2

Type: Personal Information Exchange, 6.63KE
From: cert-manager.com

Open ][ Save ] f Cancel |

|--"‘= While files from the Intemet can be useful, some files can potertially

) am your computer. f you do not trust the source, do not open or
h uter. i do not trust th do not

= save this file. What's the risk?

The final stage of the process is for you to download then install your certificate

InCommon Certificate Manager will deliver the certificate in PKCS#12 file format (.p12 file). The pass-code specified in
the PIN fields is used to protect access to this .p12 file. You will be asked for this PIN when you import the certificate into
the certificate store of your Internet browser and/or mail client.

The second (and final) stage of the procedure is to import your digital certificate into the certificate storage of your
Internet browser and/or mail client. The exact process for completing this task is dependent on which browser and/or mail

client you use. See the following section 'Importing Your Certificate into Your Browser or/and Email Client — Step 2' for
more details.
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Importing Your Certificate into Your Browser or/and Email
Client — Step 2

Once Step 1 has been successfully completed, you need to import your certificate into your web browser or/and email
client. Select you type of application from the list below to view step-by-step guidance on this process:

« Importing Your Certificate into Outlook 98/2003

« Importing Your Certificate into Outlook Express

« Importing Your Certificate into The Bat!

Importing Your Certificate into Thunderbird

Importing Your Certificate into Eudora
- Importing Your Certificate into Internet Explorer

« Importing Your Certificate into Mozilla Firefox

« Importing Your Certificate into Opera

« Importing Your Certificate into Safari

Importing Your Certificate into Konqueror

Importing Your Certificate into Outlook 98/2003

This step by step guide will explain how to import your InCommon digital certificate into the Outlook certificate store.
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Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section ‘Enrollment and Collection of your Certificate’ first.

Open Outlook and click ‘Tools’ then ‘Options’ in the main tool bar. This will open the Outlook ‘Options’ window.

InCommon Certificate Manager | End User Guide | 10-Mar-2011 11
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Next, click the ‘Security’ tab.

21|

Prefarances | MailSatmlMaanrmatlSpdhgoﬂ'nr[

Encrypted e-mail
[~ Encrypt conterts and attachments For cutgoing messages
[~ add digital signature to outgaing messages
¥ Send clear text signed message when sending signed messages
I~ Request SMIME receipt For all S/MIME signed messages

et | ST
(Bl Ek Vew Go | Tock | ictons b Security Zones
adlew - | | 2pFn Fird [ . Security zones allow vou ko customize whether scripbs and active
(40 Addess Book...  Crlshift+s content can be run in HTML messages.
| Favoribs Folders fa Empty Deleted lems" Fakder _} Zone: [a Restricted shes El Zone Settings. .. [
~ ) Inbaw L} -l Accoiints... Download Pichurss
(=3 Sent Tems Custonibe... . .
| 0 st s T | Change Automatic Download Settings. .. |
= %! PersonalFoders g igital IDs {Certificates
Digital 105 or Certificates are documents that sllow you to prove your
identity in electronic transactions.

e e

[ o | conea | s |

Click ‘Tools’ then ‘Options’... ... click the ‘Security’ tab then the ‘Import/Export’ button

2. You should then click on the ‘Import/Export’ button. Next, browse to the location of your certificate file. Your
certificate file is the .p12 file that you downloaded earlier. If you have not downloaded a certificate file (.p12) then
please contact your administrator (refer to the section ‘Enrollment and Collection of your Certificate’ for more
details on this).
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Import /Export Digital ID x|
% Impart existing Digikal 1D From & Fil
Impart the Digital ID from ke File bo your computer, You must use the
passward you entered while exporting the certificate to this file,
Import File: I Irmport certiflicate i |
Passward: | Lok i [} Deskton [N+ B B
My Doyt
Digital ID Name: I i My Computer
Py Wsbwork, Places
" Expart your Digital ID to & file
Expaort the Digital ID informaktion into a file, Enter a password to help protect
Ehi information, _)
Dogitad (T0r I Select, ., I
FREraTE: I Browse, ., |
Passipard: I
Fann -
CanEirmE I MyHewark LT [1est_domamn_com =l Open:
™| Microsoft Internet Explorer 4,0 Compatitle (Jow-security) g Filsz of type: | RS 212 freith private k] 012 =l Leancel L
[™ Delete Diaital I0 From system
(0’4 I Cancel
Select ‘Browse..” to Import an existing Digital ID from ...and locate the .p12 file you downloaded
file ... and saved earlier on

3. To complete the installation process, you are required to enter the PIN (password) you set up for the certificate
file during the enrollment process. If you have forgotten your password, contact your system administrator who
will be able to reset it for you. Click ‘OK’ to finish the process.

Fassward: |

Digital ID Name: |

... enter the PIN (password) you set up for the certificate file

Confirm you wish to install the certificate:
securiyWarning 5
‘j Wou are about bo install a certificate from a certification authority (CA) claiming to represent:
=) AnA Certificate Services

Windows cannot validate that the certificate is actually from "AsA Cestificate Services". You should confirm iks origin by conkacting “As#8 Certificate
Services". The following numbser will assist you in this process:

Thumnbprink (shal): DIEB23A4 601 7D68F D92564C2 FIF16017 64D8E349

Warning:

IF wou install this rook certificate, Windosws will autamaticaly brusk any certificabe issued by this CA, Instaling & cesbficate with sn unconfirmed
Ehurnbpring is a security risk. IF you click "Yes" you scknowledge this risk.

Do you wank to install this certificate?
Yes I | o I

That'’s it. You have successfully imported your digital certificate into Outlook.
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Importing Your Certificate into Outlook Express
This step by step guide will explain how to import your InCommon digital certificate into the Outlook Express certificate
store.

Note: This document assumes you have already enrolled for and downloaded your cetrtificate. If this is not the case then
please read the section ‘Enrollment and Collection of your Certificate’ first.

1. Open Outlook Express and click ‘Tools’ then ‘Internet Options’ in the main tool bar. This will open the Outlook
Express ‘Options’ window. Next, click the ‘Security’ button then click the ‘Digital IDs ...’ button.

% Inbox - Outlook Express - Main ldentity G Options
File)  Edichice I e ol General Fead Receipts Send Compose
dj ) %end and Receive r Signatures Security Connection M aintenance
Create Mail i I'«: Synchranize Al Wirus Protection
: address Boak, .. Ctrl+Shift+E = Select the Internet Explorer zecunty zone to use:
& Add Sender to Address Book (Ointernet zone [Less secure, but mare functionalf
Falders (%) Bestricted sites zone [More secure)
|"‘_;;| Outlook Express Message Rules ' Wwarn me when other applications ty to zend mail as me.
= @ Local Folders Accounts.,. [Da ot allow attachments to be saved or opened that could
+ @ il Optians. .. potentially be a viruz,
- Download [mages

[] Black images and other extemal content in HTML e-mail.

Secure Mail
et I

Digital 1D [alzo called certificates] are special
% documents that allow you to prove pour identity in

electronic transactions. Digital |D's...

To digitally =ign mezsages of receive encrypted

messages, you must have a digital 1D Get Digital ID...

[]Encrvpt contents and attachments for all outgoing messages

I [H]S H Cancel H Apply ]

[ Digitally sign all outgoing messages

2. Clicking ‘Digital IDs ..." will open the Outlook Express ‘Certificates’ dialog box.
Click 'Import' button to initiate the process. This will start Certificate Import Wizard. Click 'Next' on the wizard's
welcome dialog.
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Intended purpose: <All= w

Personal | other People | Intermediate Certification Authorities | Trusted Root Certificatiorl # 1% | :d connections and identification,

Issued To Issued By Expiratio... | Friendly Mame e ] [ Publishers

Certificate Import Wizard

Welcome to the Certificate Import

Wizard

This wizard helps wou copy certificates, cerkificate trust
lisks, and certificate revocation lisks From your disk ko a
certificate store,

& cettificate, which is issued by a certification authority, is
a confirmation of vour identity and contains information
used bo prokect daka or ko establish secure netwiork
connections, & certificate stare is the system area where
certificates are kept.

Certificate intended purposes

To continue, click Mext.

[ Mexk = ][ Cancel ]

3. Next, browse to the location of your certificate file. Your certificate file is the .p12 file that you downloaded earlier.
If you have not downloaded a certificate file (.p12) then please contact your administrator (refer to the section
entitled ‘Enrollment and Collection of your Certificate’ for more details on this).
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Certificate Import Wizard

File to Import
Specify the File wou wank to impaork,

File name:

Browse, ..

Mote: More than one certificate can be stored in a single file in the Following Formats:
Personal Information Exchange- PECS #12 (PFx, P12)
Cryptographic Message Syntax Standard- PECS #7 Certificates [ P7E)
Microsoft Serialized Certificate Store (55T

< Back ” Mexk = l[ Zancel ]

4. Now you need to change type of the file, select ‘Personal Information Exchange (.p12)’ from the drop down box,
locate your certificate file (.p12) and click ‘Open’.

5. To complete the installation process, you are required to enter the PIN (password) you set up for the certificate
during the enroliment process. If you have forgotten your password, contact your system administrator who will
be able to reset it for you. Click ‘OK’ to finish the process.

e S

Certificate Import Wizard

Password

To maintain security, the private key was protected with a password.

Type the password For the private ke,

Passwiord:
|******

Enable strong private key protection. You will be prompted every time the
Enahble st ivate ke Lecki ki ill b ked kime th
private key is used by an application if wou enable this option.

fark. this key as exportable. This will allow vou ko back up or transport your
}ews at a later time,

< Back “ Mexk = ][ Cancel
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e

6. Next you will be prompted to choose which certificate store for your certificate. Unless your administrator has
specified otherwise, you should leave this at the default ‘Place all certificates ..." option.

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or wou can specify a location For

() Awtomatically seleck the certificate skore based on the tvpe of certificate

{(*)Elace all certificates in the Following store:

Certificate store:

Personal Browse, .,

< Back. ][ Mexk = ] [ Cancel
Click ‘Next to continue the process.
7. The last step: completing the ‘Certificate Import Wizard'.
Certificate Import Wizard

Completing the Certificate Import

Wizard

Yau have successfully completed the Certificate Inpart
wizard,

You have specified the Following setkings:
Certificate Store Selected by User  Personal

Zonktent PFx

File: Marme Crwarki Certificates

< >
< Back, ][ Finish ] [ Cancel

Click ‘Finish’ to complete the process.
That'’s it. You have successfully imported your digital certificate into Outlook Express.
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Importing Your Certificate into The Bat!
This step by step guide will explain how to import your InCommon digital certificate into The Bat! certificate store.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section ‘Enrollment and Collection of your Certificate’ first.

1. Open The Bat! and click ‘Account’ then ‘Properties’ in the main tool bar. This will open The Bat! ‘Account
Properties’ window.

Next, click the ‘General’ category then click the ‘Edit personal Certificates’ button.

Account Tools Yew Options Help

G | ¥ Account Properties - test
Mew... :
L—S Delete. .. g % General
‘[- + '& Transport Marne test
rg-j Get Mew Mail Fz [I“TE + Mail managennent
k) send Queued Mail Shift+F2 e % S::ltmgsd' e Edit personal Certificates | [ Edit personal »Card ]
— =2 Files & directaries
Change Passward on Server.., Z L:_r| Templates From information
[[/5) Set Access Password. .. Chr+F12 [;| Mew message Erom Name |test
Yigw Lag ShiFt+ChrlA, [ Reply -
29 Refresh ChI+FD [& Forward From Address |test@example.com
= Ry E— - N
- 2 Reading confirmation
Dispatch Mail On Server > % Save m?essage Qrganisation | example
. . ] ™y Cookies
% Sortmg.Qfﬁce.l'FlIters Shth+CtrI+S @ gund Reply-To infarmation
E{t? Properties Shift-+Ckrl+P @ Metwork Reply-To Name
L Chat
" | Memo Reply-Ta Address
Default address book: | <default = v
Al
[] This account is the defaulk for "mailto:” URLs
virtual Folder name template: |[¥Mame]
el
ong
som I [o]4 l [ Cancel ] [ Help ]
| oy
Click 'Account’ then ‘Properties’... ...click the ‘General’ category then click the ‘Edit personal Certificates’...

2. Clicking ‘Edit personal Certificates’ will open The Bat! ‘Certificate Manager’ dialog box. You should then click
on the ‘Import’ button. Next, browse to the location of your certificate file. Your certificate file is the .p12 file that
you downloaded earlier. If you have not downloaded a certificate file (.p12) then please contact your administrator
(refer to the section ‘Enrollment and Collection of your Certificate’ for more details on this).
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bl e >
Y £
General | Personal || Business | _Certificates [Otller . = @ [J_;f r‘;ﬁ |
Issued To Issued By Expires Rk P o
&5 O -
N ¢
o Subject
-
Import S/MIME Certificates from Files
Look in: I,_} [V] O F 2 -
: E tezt.domain. com.pl 2
My Recent
Documents
\"T‘%
Deskiop
Import. .. g
My Documents

8

My Computer

File name:

| test.domain, com.pl 2

e

] |

by Nebwiork Files of type: |.-“-‘-.II Filez [*.")

[v] [ Cancel ]

... click on the ‘Import’ button ...
If this is the first time you have tried to import a certificate, then

Your certificate file is the .p12 file ...
The Bat! will ask you to set a password for the

certificate store. It will then request you enter this password every time you access the store (including this first

time). You should choose a secure password that features both alpha and numeric characters. Please make a

note of this password for future reference.

-,

el Input PFX Password

Input password to decrypt data stored intest.domain.com.pl 2.

|
. I

oK

Help ]

||

Cancel

... set a password for the certificate store
To complete the installation process, you are required to enter the PIN (password) you set up for the certificate
file during the enrollment process. If you have forgotten your password, contact your system administrator who

will be able to reset it for you. Click ‘OK’ to finish the process.
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-,

4 Input PFX Password

Input passwiord o decrypt a private key stared in test comodo.com p12, Private
ke caption is "testuser@domain.com".

EN [ (0] 4 l ’ Cancel ] ’ Help

... enter the PIN (password) you set up for the certificate file
That'’s it. You have successfully imported your digital certificate into The Bat!.

[ . —
M vCard file - ACCOUNT.VCF - test
General | Personal Business| Certificates |Other
Issued To Issued By Expires Fuook
@2 Test User InCommon CA. 1/5/2010 11:59:59 PM A4 Certifi. ..
Irnpark, .. Wi ’ Generate. .. ] ’ Reset signets. .. ]
Excpart, .. Delete Request, .. Token Editar
[ (04 l ’ Cancel ] ’ Help ]
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Importing Your Certificate into Mozilla Thunderbird
This step by step guide will explain how to import your InCommon digital certificate into the Thunderbird certificate store.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section ‘Enrollment and Collection of your Certificate’ first.

1. Open Thunderbird and click ‘Tools’ then ‘Options’ in the main tool bar. This will open Thunderbird ‘Options’
window.
Next, click the ‘Advanced’ tab then click the ‘View Certificates’ button.

Tools  Help Options
Address Book, Chrl+2 w
Add-ons ﬁ / .

H ! Genetal Display Cornposition P ' Attachments Advanced
y  Message Filkers.., L lIENEEn

General | Metwork & Disk Space | Update | Certificates

Manage certificates, revocation lists, certificate werification and security devices,

-  Wiew Certificates [Rgvu:ucatiu:un Lists ] [ Yerification ] [Secgrity Devices

Import...

Error Console

Account Setkings. ..

Opkions, ..

(0] 4 ] [ Cancel

2. Clicking ‘View Certificates’ will open ‘Certificate Manager’ dialog box. You should then click on the ‘Import’
button. Next, browse to the location of your certificate file. Your certificate file is the .p12 file that you downloaded
earlier. If you have not downloaded a certificate file (.p12) then please contact your administrator (refer to the
section ‘Enrollment and Collection of your Certificate’ for more details on this).
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&9 Certificate Manager

BE%

Your Certificates | Cther People's | Web Sites || Autharities

‘You have certificates from these organizations that identify vous

Certificate Name Security Device Purposes

Serial Number

Expires Cn

ad

File Hame to Restore

/e

Look jn: | @' Desklop

D

My Fecent
Import Daocurnents
(T
Desklop

Fy Documents

y Computer

-

My Metwark

M o2

@Mv Dacuments
d My Computer

&My Hetwork Places

File harne:

File= of type:

| test.example.compl2

Coen

| PKCS12 Files

[

’ Carncel ]

3. If this is the first time you have tried to import a certificate, then application will ask you to set a password for the
certificate store. It will then request you enter this password every time you access the store (including this first
time). You should choose a secure password that features both alpha and numeric characters. Please make a
note of this password for future reference.

-

-,

Change Master Password

Security Device:  Software Security Device

Current passwoard;
Mew passward; |

Mew password (again;

b ~

~ Password quality meter

[ ]

b ~

] 4 ] [ Cancel ]

... set a password for the certificate store

To complete the installation process, you are required to enter the PIN (password) you set up for the certificate
file during the enrollment process. If you have forgotten your password, contact your system administrator who
will be able to reset it for you. Click ‘OK’ to finish the process.
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e "\
Password Entry Dialog
Please enter the password that was used to encrypt this
cettificate backup.
Password:
[ (04 l [ Cancel ]
o '\
Alert
1 Successfully restored wour security certificatels) and private kew(s).

That'’s it. You have successfully imported your digital certificate into Mozilla Thunderbird.

r@ Certificate Manager g@

‘Your Certificates | Other People's || Web Sites | Authorities

You have certificates From these organizations that identify you:

Certificate Mame Security Device Purposes Serial Mumber Expires On &5
=/ InCommon CA
L Testlzer Software Security D,.. Sign,Encrypt 00:B«4:85:80:A9:F,,, 1/a)2010
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Importing Your Certificate into Eudora
This step by step guide will explain how to import your InCommon digital certificate into the Eudora certificate store.

Note: This document assumes you have already enrolled for and downloaded your cetrtificate. If this is not the case then
please read the section ‘Enrollment and Collection of your Certificate’ first.

1. Open Eudora and click ‘“Tools’ then ‘Personalities’ in the main tool bar.

‘j Eudora

File Edit Maibox Message Transfer Special Tools Window Help

Filters
‘ g % Q E Filter Repart:
2] =

Mailboxes

[2] Eudora File Erowser
% In Skationety
g Out Signatures
i Junk, Personalities

Task Status
Task Errars

Address Boak, Chrl+L
Direckory Services  Chrl+y
Link, Hiskary

Skatiskics

Reset Toals, ..

% ESP Groups

Opkions. ..

2. On the left side of your Eudora, under "Persona", right click on '<Dominant> "' and select 'Properties'.

j Eudora ‘

“ File Edit Maibox Message Transfer Special Tools
izl =l

Petsona Accounk

Send Queued Messages

Test

Message 3
Mew. ..

Delete Del
Properties Alk+Enter

v Allow Cocking
Hide

Float In Main Window
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3. Select the "Incoming Mail" tab and click on the "Last SSL Info" button.

Account Settings for <Dominant=

Genetic Properties | Incoming Mail |

Server: mail . example. com

Configuration: BPOP (O IMaP

|:| Leave mail on server

[ ] Delete from server after | O days

[ ] pelete from server when emptied from Trash

[]skip messages aver | 40 K in size

Authentication style:
(%) Passwords () Kerberos () APOP IRPA

Secure Sockets when Receiving
(IF Available, STARTTLS || | LastssLinfo |

(] 4 l [ Cancel ] [ Help ]

4. You will see an error message under the "Notes" section. Click on the "Certificate Information Manager".
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Eudora 55L Connection Information Manager x|

—General
Server IP Address [ 1111111111 Port | 995
Server Mame Imail.example.mm

Megotiation Time I Friday, January 21, 2005 13:56:03

— Security Parameters
Megotiation Status I Failed

S5L Version I 55L_Prokocolversion_lUndetermined

—Cipher Suite Information

kKey Exchange Algorithm I

Encryption &lgorithm I (0 bits)

Integrity Check algorithm I

Motes

Certificake Error: Cert Chain nok krusted,
Try adding this certificate to your certificate database for S5L ko succeed
Inknown certificate chain walidation error: Codel0)

Certificake Information Manager

5. Click the 'Import Certificate' button.
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Certificate Information Manager x|

= | @ Server Certificates
& User Trusted Certificates t
Q Eudora Provided Trusked Certificates

. | N

—Cettificate

Subiject

Issued By

Walid Eram

Serial #

Thumbprint

3
3
3
valid To: |
]
;| |sHa ~]

Wiew Certificake Details | add Tao Trusted Remove Fron Trusted |

Import Certificate | Export Certificate |

6. Next, browse to the location of your certificate file. Your certificate file is the .p12 file that you downloaded earlier.
If you have not downloaded a certificate file (.p12) then please contact your administrator (refer to the section

‘Enrollment and Collection of your Certificate’ for more details on this).
7. Click the "OK" button to finalize the process.
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Importing Your Certificate into Mozilla Firefox

J InConmon.

Certificate Manager

This step by step guide will explain how to import your InCommon digital certificate into the Firefox certificate store.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section ‘Enrollment and Collection of your Certificate’ first.

1. Open Firefox and click ‘Tools’ then ‘Options’ in the main tool bar. This will open the Firefox ‘Options’ window.
Next, click the ‘Advanced’ button then the ‘Encryption’ tab — then click the ‘View Certificates’ button.

|® Mozilla Firefox Options
Fll= Edit Wiew History Bookmarks | Tools  Hel = "
e iEkd e lisen oo o] gl ] = G O @ &
- & | B l_i I ‘Web Search Chrl4K =7 == o
- Tain Tabs Content  Applications  Privacy  Security  Advanced
[ ] Most visted 0 Getting Started [ Lal  Downloads Ctrl+
Add-ons General | Network | Update | Encryphion e——’_’____//{/
4 My, | . Onlne-nepe... & Gmail: Emg -
Java Console Protocals
Errar Consale Ctrl+3hift+1
Page Info Use 550 3.0 Use TLS 1.0
Clear Private Data  Chrl+Shift+Del Certificates
Cptions. . When a server requests my personal certificate:
) Select ane autamatically  (5) Ask me every time
['u'iew CertiFicateg] [R_evocation Lists] ’ Yalidation ] ’Securithevices
[ OF, ] [ Cancel ] [ Help ]

Open Firefox, select Tools > Options... ...then select Advanced > Encryption > View Certificates

2. Clicking ‘View Certificates’ will open the Firefox ‘Certificate Manager’ dialog box. You should then click on the
‘Import’ button. Next, browse to the location of your certificate file. Your certificate file is the .p12 file that you
downloaded earlier. If you have not downloaded a certificate file (.p12) then please contact your administrator
(refer to the section ‘Enroliment and Collection of your Certificate’ for more details on this).
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= [=1 |

@cernﬁca[e Manager PP PO PSPPI

‘four Certificates |F‘eople Servers || Authorities | Others

‘ou have certificates from these organizations that identify wvou:

Certificate Mame Security Device Serial Mumber Expires on

Certificate Manager

F][e Na_rnetn Restnre OO OO OO PO PROOPS

Laak i | ) Certificates

) (¥

\:r,

-
My Recent
Documents

Fra

Desktop

",

My Documents

fdy Computer

test. domain.com.p12

-

File: name:

| test domain. com.p12

v|] [ _geen ]

by Mebwoark Files of type:

| PKCS12 Files

’ Cancel ]

(]

3.

If this is the first time you have tried to import a certificate, then Firefox will ask you to set a ‘master password’ for
the certificate store. It will then request you enter this password every time you access the store (including this

first time). You should choose a secure password that features both alpha and numeric characters. Please make

a note of this password for future reference.

-

Change Master Password

-,

Security Device:  Software Security Device

Current password;
Mew passward; |

Mew password (again;

~ Password quality meter

[

]

~

K

] [ Cancel ]

4. To complete the installation process, you are required to enter the PIN (password) you set up for the certificate
file during the enrollment process. If you have forgotten your password, contact your system administrator who

will be able to reset it for you. Click ‘OK’ to finish the process.
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e "\
Password Entry Dialog
Please enter the password that was used to encrypt this
cettificate backup.
Password:
[ (04 l [ Cancel ]
o '\
Alert
1 Successfully restored wour security certificatels) and private kew(s).

That’s it. You have successfully imported your digital certificate into Firefox.

r@ Certificate Manager g @ W

our Certificates | Peaple | Servers | Authorities | Others |

‘fou have certificates From these organizations that identify vou;

Certificate MName Security Device Serial Mumber Expires On R
[=l IniComman CA,
TestUzer Software Securit... 00:B4:85:80:49... 06.01.2010

Impaort...
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Importing Your Certificate into Internet Explorer

This step by step guide will explain how to import your InCommon digital certificate into the Internet Explore certificate
store.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section ‘Enrollment and Collection of your Certificate’ first.
1. Open Internet Explorer and click ‘Tools’ then ‘Internet Options’ in the main tool bar. This will open the IE ‘Internet
Options’ window. Next, click the ‘Content’ button then click the ‘Certificates’ button.

/€ Blank Page - Windows Internet Explorer

P ——

AT M |g, about:blank

M *4 || % | |Live Search

File Edit “iew Favorites | Tools  Help

Delete Browsing History,.. — = . =1
Wk [@Eﬂank Page l Internet Options E]

Pop-up Blocker 3 I H

Phishing Filter » General | Security | Privacy | Content | Copnections || Programs | advanced

Manage Add-ons [

Content Advisor

?l Ratings help vou contral the Internet content that can be
viewed on this computer,

Windows Update

""Eﬁéble, pw—

Windows Messenger Certificates
ICO6

Diagnose Cannection Problems. . |Jse certificates For encryvpted connections and identification,

Internet Cptions

’ Clear 351 state l [ Certificates ] ’ Publishers l

AukoConmplete

AukoComplete stores previous entries Settings

on webpages and suggests matches
fFar vou,

wl

Feeds

E Feeds provide updated content From Settings
2 websites that can be read in Internet

- Explorer and ather programs,
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2. Clicking ‘Certificates’ will open the Internet Explorer ‘Certificates’ dialog box.

— R L

Intended purpose: Zall= w

Personal | other People | Intermediate Certification Authorities | Trusted Roat Certificatior # |* | :d connections and identification.

Issued To Issued By Expiratio,.. | Friendly Mame e ] [ Publishars

Certificate Import Wizard

Welcome to the Certificate Import

Wizard

This wizard helps vou copy certificates, certificate trust
lisks, and certificate revocation lisks From vour disk to a
certificate store,

& certificate, which is issued by a certification autharity, is
a confirmation of wour identity and contains information
used ko protect data or bo establish secure network.
connections. A& certificate store is the swstem area where
certificates are kept,

Certificate inkended purposes

To continue, click Mext.

[ hext = ] [ Cancel

Click on the ‘Import’ button to start the certificate installation wizard and then click ‘Next'.
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3. Next, browse to the location of your certificate file. Your certificate file is the .p12 file that you downloaded earlier.
If you have not downloaded a certificate file (.p12) then please contact your administrator (refer to the section
‘Enrolliment and Collection of your Certificate’ for more details on this).

e S

Certificate Import Wizard

File to Import
Specify the File wou wank to import.,

File name:

! Browse...

Mote: More than one certificate can be stored in a single file in the Following Formats:
Personal Information Exchange- PKCS #12 (.PFx, P12}
Cryptographic Message Svnkax Standard- PKCS #7 Certificates (. P7EB)

Microsoft Serialized Certificate Store {.55T)

< Back ][ Bext = ][ Cancel

4. Now you need to change type of the file, select ‘Personal Information Exchange (.p12)’ from the drop down box,
locate your certificate file (.p12) and click ‘Open’ (see below).
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-

Open L.?.Jw
Loak in: |lf',\ Certificates [v] O * o G-

test domain. com.pl 2

by Recent
D acuments

[

"
—

Dezktop

&

My Documents

@

by Computer
‘% File narme: | [V] [ dpen l
by Metwark Filez af tupe: Perzonal Infarmation Exchange [F pfe. p12) [v] [ Cancel ]

#.509 Certificate [*.cer".cr]

Perzonal Infarmation Exchange [ pfx* pl 2
ertincate 1 ast List 75k

Certifizate Revocation List [ crl]

icrozoft Seralized Certificate Store [*.22t]

PELCS #7 Certificates [* spc®.p7h]

All Filez (%7

Crypkographic Message 5

Micrasaft Setialized Cerkifi

5. To complete the installation process, you are required to enter the PIN (password) you set up for the certificate

during the enroliment process. If you have forgotten your password, contact your system administrator who will
be able to reset it for you. Click ‘OK’ to finish the process.
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[ o

Certificate Import Wizard

Password
To maintain security, the privake key was protected with a password,

Type the password For the private key,

Password:
|******

[ ]Enable strong private key protection. You will be prompted every time the
private kev is used bw an application if wou enable this option.

[ ]3ark this key as exportable, This will allow you ko back up ar transport wour
}evs at a later time,

< Back ” Mexk = l[ Zancel

6. Next you will be prompted to choose which certificate store for your certificate. Unless your administrator has
specified otherwise, you should leave this at the default ‘Place all certificates ..." option.

[ o

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate skore, or vou can specifv a location For

() Aukomatically select the certificate store based an the type of certificate

() Place all certificates in the Following store:

Certificate store;

Personal Browse. .,

< Back ” Mexk = l[ Zancel

Click ‘Next’ to continue the process.
7. The last step: completing the ‘Certificate Import Wizard'.
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Certificate Import Wizard

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard,

¥ou have specified the Following settings:
Certificate Store Selected byv User  Personal

Content PFx

File Mame Crhwhorkd Certificatest

L >
< Back ” Finish l [ Zancel

Click ‘Finish’ to complete the process.
That’s it. You have successfully imported your digital certificate into Internet Explorer.

InCommon Certificate Manager | End User Guide | 10-Mar-2011 36



s

= b
o

&

) InCommon. Certificate Manager

Importing Your Certificate into Opera

This step by step guide will explain how to import your InCommon digital certificate into the Opera certificate store.
Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section ‘Enrollment and Collection of your Certificate’ first.

1. Open Opera and click ‘Tools’ then ‘Preferences’ in the main tool bar. This will open the Opera ‘Preferences’

window.
Next, click the ‘Advanced’ button then the ‘Security’ tab — then click the ‘Manage Certificates’ button.
¥
| —
Preferences
| Tools | Help
|
&8 Mail and Chat Accounks. .. Gereral | Wand | Search | ‘Web Pages | Adwanced
Delete Private Data. ..
Sy Maotes Tabs .
K Transfers Chl+1 b Br':"j""_s""q Set Maeter Password...
@ History Ctr+5hift+H Notifications
&P Links Ctrl+Shift+L
Conkent
Advanced 4 Fonks
Quick Preferences Fiz » Downloads
Appearance. .. Shift+F12 Programs
Preferences... Chrl+F12 Hist
IsLory + Enable Fraud Prokection
Cookies 1T
iSecurity
Metwiork \\R\ Manage Certificates. ..
Toolbars
Shorteuts
Yoice Security Protocols.. .
... click ‘Tools’ then ‘Preferences’ ... ... click the ‘Advanced’ button then the ‘Security’ tab ...

2. In the pop-up window select 'Personal’, click on ‘Import’ button. Next, browse to the location of your certificate
file. Your certificate file is the .p12 file that you downloaded earlier. If you have not downloaded a certificate file
(.p12) then please contact your administrator (refer to the section ‘Enrollment and Collection of your Certificate’
for more details on this).
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Personal ! Authorities | Intermediate | Approved | Rejected

~lient Certificate Issuer Yigw, ..

Delete

Irnpark, ..

Asl

Export...

-

Import Certificate 1
Laak jn: |l,f} Cerlificates [V_E Q T E-

"E test. domain.com.pl 2

ky Recent
Documents

Client ¢

by Computer
‘g File rame: | test. domain. com.pl 2 [Vl [ Open l
My Metwork  Files of type: | PKCS #12 (with private key] [*p12] v| [ cence |

In the pop-up window select 'Personal’, then select your certificate file .

3. Next, you are required to enter the PIN (password) you set up for the certificate file during the enroliment
process. If you have forgotten your password, contact your system administrator who will be able to reset it for
you. Click ‘OK’ to finish the process.

P o

Password

Flease enter the password protecting the key

Password Aok koo
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... you are required to enter the PIN (password) ...

4. |If this is the first time you have tried to import a certificate, then Opera will ask you to set a ‘master password’ for
the certificate store. It will then request you enter this password every time you access the store (including this
first time). You should choose a secure password that features both alpha and numeric characters. Please make
a note of this password for future reference.

rPasswnrd 1

Your password should hawve at least 6 characters,
consisking of at l2ast one digit and one alphabetic
character

Current password
Mew password Ak

Confirm new password Hekphk

| TSR
| o Cancel Help

That’s it. You have successfully imported your digital certificate into Opera.

Importing Your Certificate into Safari
This step by step guide will explain how to import your InCommon digital certificate into the Safari certificate store.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case
then please read the section ‘Enrollment and Collection of your Cetrtificate’ first.

1. Open Safari and click "Applications' then ‘'Keychain Access’ in the list.
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& VoiceOver Utility

16 n1cTona..

2006, 14:38

YN Applications -
g | = . -
(< »J55.= o] %] a
Mame Date Modified Size
‘a MNetwork — = e Y B L P L T 'S -
—y % ColorSync Utility 16 nucTtona... 2006, 14:38
i 4 kjlhbjkll E# Console 16 nucTona.. 2006, 14:38
— & DigitalColor Meter 16 nucTona...2006, 14:38
1 Untitled W ’
.-.j o Directory Access 27 TpaeHA 2005, 19:31
& : s :
SnapNDrag ... = 2+ Disk Utility 16 nuctona. . 2006, 14:38
L B Grab 16 nuctona.. 2006, 14:38
& Grapher 16 nucTona.. 2006, 14:38
E Desktop * Installer 16 nuctona... 2006, 14:38
A = [d Java 16 nuctona.. 2006, 14:38
g mac = .
/% Keychain Access 16 nucTona.. 2006, 14:38
r’_'i Dacuments % Migration Assistant 14 civHa 2006, 13:28
st i) Netinfo Manager 16 nuctona... 2006, 14:38
E‘ Movies @ Newwork Utility 16 nucTona.. 2006, 14:38
_ / -~ ODBC Administrator 16 nucTona.. 2006, 14:38
é Music &= Printer Setup Utility 16 nuctona...2006, 14:38
(e System Profiler 16 nuctona. 2006, 14:38 1)
B Terminal 14 ciuua 2006, 09:08 4

2. This will open the Safari ‘Keychain Access'window. Next, select the ‘My Certificates’ category.
Browse to the location of your certificate file. Your certificate file is the .p12 file that you downloaded earlier. If you
have not downloaded a certificate file (.p12) then please contact your administrator (refer to the section

‘Enrollment and Collection of your Certificate’ for more details on this).
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M Eeychain ALCess

i}
;a0 Ol s leck the kaychain, =
_ e aenn Add Certificates
Krye haens
i login |
& Svitem | oot | Do you want to add the certificate(s) from the file
B XSUUAAchors | — “est_domain_com p1 2" to a keychain?
Catngery | q |
R | F Keychain: | login ]

L, Paiswseds

G wy Conncares { view Certificates { cancel ) f—ok—)

Sedune Moted

.. <> .. _... -m-. .m- Dkt ? Ao

5 Network [T K, lEst_damain_com p1d
3 kjihojin MRt
S untitled r T
_ SnapN.. & £ waw

F mac

" Documents
| Movies

& Music

£ Pictures i
oy Applications v

Keychain: | login

3. To continue the installation process, you are required to enter the PIN (password) you set up for the certificate file
during the enrollment process. If you have forgotten your password, contact your system administrator who will
be able to reset it for you. Click ‘OK’ to continue the process.

Authenticate

Enter the password for
"test domain_com.p12™

i

Password: sseses

P Details

C Cancel ) G—BH

4. If this is the first time you have tried to import a certificate, then Safari will ask you to set a keychain password for
the certificate store. It will then request you enter this password every time you access the store (including this
first time). You should choose a secure password that features both alpha and numeric characters. Please make
a note of this password for future reference.
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Unlock Keychain

Please enter your keychain passwaord.

t {_‘“1'5 Keychain Access wants to use keychain “login®.
: Password:
| b Details

| @ CEancel)( Ok )

That’s it. You have successfully imported your digital certificate into Safari.

r |
- Keychain Access
gj 1 ik to lock the legin keychain, Q
Keychains
& 98712
o’ login P -
Issued by: INCommeon CA
& System )
Expires:
= ){Eﬂg.ﬁnchurs @ This certificate is valid
Narme & Kind Date Modified Keychain
CJ 98712 certificate - login

Categary
£ All Items
» L. Passwords
4 Certificates
El My Cenificates
T Keys
Secure Notes

Importing Your Certificate into Konqueror

This step by step guide will explain how to import your InCommon digital certificate into the Konqueror certificate store.
Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section ‘Enrollment and Collection of your Certificate’ first.

1. Open Konqueror and click ‘Settings’ then ‘Configure Konqueror in the main tool bar.
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A, .
A =

skmarks Tools | Settings Window Help

: Fi Hide Menubar Ctrl+M
GR(KA

Toolbars F T
w.ya. ruf
1 Full Screen Mode Ctrl+shift+F i
Load Wiew Profile 3

Save View Profile "Web Browsing"...

Configure Wiew Profiles...

Configure Extensions...
REL, Configure Spell Checking...
% Configure Shortcuts...

@ Configure Toolpars...

‘@ Configure Konguerar. ..

This will open the Konqueror configuration window. Next, click the ‘Crypto’ button then the ‘Your Certificates’
tab.
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2|0] x|
TITSTOTy SToreman AI Configure SSL, manage certificates, and other cryptography settings
4
wass ssL | openssL | Your Certificates | Authentication | Peer SSL Certificates | >
Cookies
@ Common MName |EmaiIAddress | lmport... |
i
Cache |
Proxy |
css |
Browser Identification
| g ; Walid from:
Plugins
i Valid until:
‘ﬁ? ] MD5 digest:
Help | Defaults | oK cancel

2. Click on 'Import’ button and browse to the location of your certificate file. Your certificate file is the .p12 file that
you downloaded earlier. If you have not downloaded a certificate file (.p12) then please contact your administrator
(refer to the section ‘Enrollment and Collection of your Certificate’ for more details on this).
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it
™ | storage Media
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3. Next, you are required to enter the PIN (password) you set up for the certificate file during the enroliment

process. If you have forgotten your password, contact your system administrator who will be able to reset it for
you. Click ‘OK’ to finish the process.

That’s it. You have successfully imported your digital certificate into Konqueror.
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